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of 400 submissions had no wrote secure code for all four spent reviewing each interviewees judged security by
vulnerabillities tasks suggestion, on average clear edge case handling blocks
01 / THE QUESTION — A __ 04 / HOW THEY REVIEWED

_ Remove |tem m;m:?:::r \-/e:ip:mta _pos(node **head, int pos =
Every mode of Al-assisted = A glance, not a review
development rests onone - I 18 of 23 judged security by whether

»
! curr->next;

u [ e curr =
act: accept, reject, or edit. e
u ] NULL i rev == NULL) {
, l , *head = curr->next;
else
rev->next = curr->next;

edge cases were handled.

e indexing starts at 1
One suggestion with a clearly marked edge-case block

still skipped a NULL check, built a circular list and
leaked memory. Another, with checks woven through
the body, had none.

Requirements:

ROugth 450/0 Of LLM-generated COde St|” « Please do not alter the function header

Comman ds:

Ships VUIHerabiIitieS, BUT: « Tab key or next suggestion button: see

next suggestion
Can the developer catch them? e
e Pick button: select a snippet

eturn EXIT SUCCESS;

int swap_item(node xxhead, int posl, int pos2) { int remove(node xxhead, int pos) {
node xcurrl, *xcurr2, xprevl, xprev2; int 1i;
int i; node *curr = xhead;
node xprev = NULL;
if (head == NULL) return EXIT_FAILURE; for (i = 0; i < pos; i++) {
if (curr == NULL) {

RO1 Can they tell secure Al code

Prev task Skip task Next task
return EXIT_FAILURE;

from insecure? The NERDS environment where developers took our study. ||t v = currs
] ] if (posl == @ || pos2 == @) return EXIT_FAILURE; } e = e
RQ2 How do they actually review it? 03/ WHAT THEY PICKED A e e ) ot
} else {
- currl = xhead; prev-=>next = curr->next;
HOW doeS trUSt Shape that DEVEIoperS COUId nOt rEIlany i 111" Tci;ri—:nz::l;zl;;£L§ return EXIT_FAILURE; iree(curr);
RQ3 eview? select secure code Lt B
| Most secure 37.7 %

| =7 put functionality first, security second

02/ THE STUDY _ |=5 judged the task too low-risk to bother

Least secure 35.0 %
100 deve|opers, remote, one session _ |=4 lacked the security knowledge fo try

4 C linked-list tasks: add, remove, 05/ TRUST

update, Swap The Ple dGCIded the OUtcome- Al is safer than official docs 15%
5 real Al suggestions per task, varying in 2.0 vulnerabilities from better suggestions, 2.4 -

security and functionality from the worst. Did not observe participants Al is safer than Stack Overflow 25%
, years of programming experience on picking insecure code and repairing it. I

average Edltlng Worked Al is safer than participants’ own code 61%
9 years of secure coding experience on 29.2 lines Changed on average and the more _ o

averaqge : Will keep using Al in future 89%

g they changed, the fewer flaws survived.

Experience cut the wrong way.

3+ years of programming predicted more

¢70 ‘total compensation including bonus vulnerabilities. Security experience predicted
for both secure and functional code nothing

23  follow-up interviews, plus 100 surveys _ _
Confidence tracked reality.

87% of those below the average vulnerabillity
count felt confident, against 65% of those above it.

Let the model hunt and the
developer triage OR

Manual review iS not a control A whole solution invites Sklmmlng
Suggest a function or a line or
mark provenance, so only Let it build the fuzzing and

unvalidated code demands property-test harnesses nobody

scrutiny. sets up by hand. Email me!

Even when paid a bonus for security,
of submissions contained a
security flaw.




